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Eh99 1SP 

___ 

17 December 2020 

Dear Convener  

COVERT HUMAN INTELLIGENCE SOURCES (CRIMINAL CONDUCT) BILL 

Thank you for your letter of 15 December.  

The Regulation of Investigatory Powers (Scotland) Act 2000 (RIP(S)A) provides a statutory 
regulatory framework within which covert activity may be authorised by designated public 
authorities in cases where it can be demonstrated that it is both necessary and proportionate 
to do so.  The ongoing consideration of necessity and proportionality requires that an 

authorisation be cancelled as soon as either of those conditions cease to be met.  Where 
possible, cancellation of the authorisation should be undertaken by the person who made the 
initial authorisation. 

Section 20(4) of RIP(S)A enables regulations to be made to allow for situations whereby the 
original authorising officer is not available to make the cancellation.  This is in recognition of 
the importance that authorisations be cancelled as soon as they are judged to be no longer 
necessary and/or proportionate.  Circumstances where this may occur include the original 

authorising officer being on leave, or absent due to sickness, or that they have moved post 
or left the organisation.  As per the Regulation of Investigatory Powers (Cancellation of 
Authorisations) (Scotland) Regulations 2002 (SSI 2002/107), in any of these circumstances, 
the person appointed will be someone of at least the same rank as the original authorising 

officer. That person, as a matter of practice, will have sufficient background and training in 
the matters concerned. 

RIP(S)A requires that a person within the relevant organisation – a handler - be responsible 

the day to day management of the source.  This allows authorisations to be brought to an 
end with the welfare of the individual in mind and for the individual to be fully cognisant that 
the authorisation will cease and that any protections afforded by that authorisation will no 
longer exist. 
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All of the matters referred to above are subject to regular inspection by the independent, 
judicially-led Investigatory Powers Commissioner’s Office (IPCO).  As part of that regular 
program of inspection, IPCO will seek to ensure that all persons engaged in the authorisation 
process have undergone appropriate training. 

The extension of this duty to cancel to cover Criminal Conduct Authorisations is, therefore, a 
sensible extension of the existing arrangement. 

I hope that this is helpful. 

HUMZA YOUSAF 
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